FINAL STOP:

SHANGHAI

Ni hao! winston again. | had a great ight into Shanghai. No turbulence,
good food and an in- ight movie that | hadn t seen before (one quibble — why
are there never any bulldogs in these superhero movies?)

But I digress... today, | m meeting with Li Na, a Chow Chow friend of mine.
Shes the local counsel for a U.S. furniture company with Chinese
operations. Li Na is helping the client to secure its intellectual property,
including patents and trademarks, here in the Chinese market.

Lately, there are promising developments on the Chinese intellectual
property protections front. Government of cials are debating increasing the

nancial penalties for infringement, and the country has established new,
IP-focused courts. Womble Carlyles Intellectual Property and Global
Business teams regularly guide companies in establishing and monetizing
patents and other IP in international markets. We are adept at dealing in
other business and legal cultures. We also help them protect their
hard-earned intellectual property in international disputes.

Im a big history buff, so after our
meeting, Li Na has graciously offered to
give me a tour of Shanghais historical
sites, including the Yuyuan Garden.
Theres so much history and culture to
soak up here, and I m going to enjoy
every minute of it before | head to the
airport.

Im heading home now, but | had a
great trip meeting with Womble
Carlyle clients around the world. If you
want to know more about how we
might able to help your business, go to
GetToKnowWomble.com.

Join the World Tour! \Wevie:s ¢
Tag a photo of you and your CARLYLE

pet to connect with Winston

and friends!
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TRANSFERRING PERSONAL DATA OUT OF THE EUROPEAN UNION: WHICH EXPORT SOLUTION BEST FITS YOUR NEEDS?

Not available to organizations
not regulated by the FTC, such as
financial services clients

Other than the challenges above,
what are the real-life considerations
with each mechanism?

Model Contract Clauses

Not so well-loved by privacy
professionals, because they are an
administrative burden and do not
appear to deliver actual compliance
EU regulators love the clauses,
despite their impractical nature
Very unpopular among cloud
suppliers due to subcontracting
restrictions and need for
exponential contracts

Binding Corporate Rules

Considered the “gold standard”
in the EU — by regulators and
customers alike

Historically have had a bad
reputation for a complex and
expensive approval process, which
has become much simpler

Not a common solution, so EU
customers may still ask for EU/

US Safe Harbor or Model Contract
Clauses

EU/US Safe Harbor

EU Parliament and EU
Commission consider it the “Not
So Safe Harbor”

Concerns that self-certification
commitments are merely
checkmarks without accountability
Criticized by European regulators

for limited enforcement to date,
although it is being addressed

= Not acceptable to all European
customers, who may require
additional data protection
assurances — means that deals
can collapse where Safe Harbor is
the only solution offered

= Privacy groups and national data
protection authorities often view
Safe Harbor with skepticism

How does each mechanism work

with sensitive personal data?
Sensitive personal data is defined in
the Directive as data revealing racial
origin, political opinions or religious
or philosophical beliefs, trade-union
membership, and data concerning
health or sex life.

Model Contract Clauses

= Can be used to transfer sensitive
personal data

= Data exporter must inform
individuals their data being sent to
a processor in an “unsafe” country

= Onward transfers to third parties
generally require consent

Binding Corporate Rules

= Can be used to transfer sensitive
personal data

= No express requirements for
sensitive personal data, other than
it must be processed in accordance
with EU standards

EU/US Safe Harbor
= Can be used to transfer sensitive
information

= Explicit opt-in required for transfers

to a third party or repurposing

= Not clear what is “sensitive” for Safe

Harbor purposes — uses the term
“sensitive information” rather than

EU term of “sensitive personal data”

Do the mechanisms work both directions

for data flows (EU to the rest of the
world “RoW” and vice-versa)?
Model Contract Clauses
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Permits data transfers from EU to
anywhere in the world

Envisions only one way transfer
flows — from EU to RoW

Binding Corporate Rules

A global solution — Binding
Corporate Rules meet and exceed
most countries’ data protection
requirements

Explicitly compatible with Asia-
Pacific Cross-Border Privacy Rules
(see sidebar)

EU/US Safe Harbor

Allows data transfers from the EU
and there is another Safe Harbor for
Switzerland to the United States
Limited global interoperability
An inbound data transfer solution
only

Onward transfers intra-company
are technically only possible once
data is received in the United
States and onward transferred

in compliance with safe harbor
standards

How much do the mechanisms
cost in money and effort?
Model Contract Clauses

Front End $ (proscribed template)
Back end $$ (need personnel to
manage, monitor and enforce)
Standard form contract, populate
the annex (describing data,
processing, etc.), sign and done
Eliminates negotiation on language

Binding Corporate Rules

Front End $$$ (preparation and
filing, may include bringing
activities and processes into
compliance with BCR requirements)
Back End $ (assuming activities/
processes are made compliant in
front end work)

Typical budget about USD
$220,000, depending on efficiency
and “lead authority”

Timeline around 18-24 months
start to finish



EU/US Safe Harbor

Front End $-$$$ (depends on
approach: get certified or get
compliant)

Back End $-$$$ (same as above;
checking the box or being
compliant)

Submitting a Safe Harbor
certification is minimal cost —
little paperwork involved

Real expense is in bringing
practices in line with Safe Harbor
commitments

Do the respective mechanisms
work best depending on the
size of the business?

Model Contract Clauses

Small business can get maximum
benefit from this mechanism
Large businesses need many
contracts to meet their data
transfer needs

Impossible to use in a cloud
environment

Binding Corporate Rules

Maximum impact for high growth
or blue chip businesses (time and
resource needs)

Becoming more attractive to smaller
businesses due to simpler process
Truly impactful for global
companies

EU/US Safe Harbor

Equally viable for large and small
businesses

Commonly used by US start-ups
as it is easy to implement, cookie
cutter solution, known process
Administratively much simpler
than Model Contract Clauses

What does the enforcement regime
look like for each mechanism?
Model Contract Clauses

Enforcement by EU DPAs
Individuals have third-party rights
Some Model Contract Clauses
include joint and several liability
provisions

The road to BCRs

BY K ROYAL

Now, this is the story all about how my life got flipped, turned upside down...

| was new to Align Technology Inc. when we started looking outside
the model contract clause avenue to cross border data transfers out
of Europe. We had recognized how burdensome the model contracts
are to manage. Over 3,000 US companies were signed up to the
EU/US safe harbor; only 19 companies globally had BCRs.

April, 2012

July, 2012
Sept., 2012

Jan., 2013
April, 2013

Aug., 2013
Oct., 2013
Nov., 2013
Dec., 2013

Feb., 2014
March, 2014

May 2, 2014
June, 2014

Hired an outside law firm and a large consulting
company to evaluate the pros/cons of both mechanisms.
Involved internal working group. Met with executive
stakeholders. Determined lead DPA (Dutch). Ensured
DPA registrations were updated and complete.

Decided to pursue BCRs.

Met with Dutch DPA. There was no processor
BCR application. We worked with law firm to
create a process; DPA supported plan.

EU issued processor BCR application. Reformatted our work.

ONE YEAR — filed dual application for processor/
controller BCRs. During the past year, assessed
policies and processes to comply. Developed
roadmap of changes and improvements. Continued
this work once application was filed.

Received comments from lead DPA.
Filed response.
Follow-up comment from lead DPA. Response filed.

Lead DPA circulated applications to reviewing DPAs
(UK and Spain) under the mutual recognition.

Spanish DPA indicated approval.

UK portion completed. Lead DPA circulated to seven
DPAs which are not part of mutual recognition.

BCRs successfully closed.

DPA registrations updated with BCRs.

What went well working with FieldFisher was the best part of the process. We
originally reformatted all of their draft policies into the company format — and
had to reverse them. FieldFisher was wonderful in working with our notions

of commercial viability. We, in the United States, like to ascribe meaning

to certain phrases that are not so contentious in the European Union.

Socializing policies and gathering feedback may seem valuable
to us from a business perspective, but realistically, there is not
much that can be changed in required BCR policies.
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= Processors can be held liable for
breaches by their controller, albeit
unlikely

= Seldom enforced in practice

Binding Corporate Rules

= Enforcement by EU DPAs

= Individuals have third-party rights

= Processors can be held liable for
breaches by their controller, albeit
unlikely

= The internal complaints procedure
in BCRs is intended to resolve most
complaints

= No known DPA enforcement to date

EU/US Safe Harbor

= Enforcement by FTC

= >20 cases of enforcement to date —
and most of it in 2014!

= Enforcement by EU DPAs for HR
data

= Need for third-party dispute
resolution provider

Conclusion and recommendations
Determining the appropriate cross-
border transfer mechanism is not a
decision to be taken lightly. In-house
counsel must consider and weigh
multiple factors including the types of
data your organization transfers, your
organization’s data flows, the locations
of your corporate entities, cost, effort
and ownership within your organiza-
tion and much more.

On a practical level, consider
whether you desire to maintain a
bifurcated approach (handling US
personal data differently than you do
EU PII) or whether you desire one
global approach using the strictest
requirements as your baseline. In
the bifurcated approach, you could
also choose to place a server in the
European Union for all EU data that
can only be accessed by people in the
European Union. If you can suc-
cessfully manage a data segregated
approach, you may not need a data
transfer mechanism. However, it is
rare that total data segregation truly
works for a global company. This
might differ based on your company,
product and services offerings and
type of data being transferred.

Before making any decision, we
recommend engaging in a basic, yet
often overlooked, useful activity:
mapping your data. If the person
providing the data is in the European
Union, the EU rules apply. If the
data enters the European Union
(other than the data merely being
in transit where it is not accessed
or manipulated), the EU rules ap-
ply. Know what elements of PII you
collect, where you store it, who sees
it and how it is used and protected.

Data protection

ACC Docket

The Future of the Safe Harbor Agreement
(Sept. 2014). www.acc.com/docket/safe-
harbor_sepl4

Quick Reference

Factsheet EU-US Negotiations on Data
Protection (Jun. 2014). www.acc.com/
quickref/data_juni4

Program Material
Overcoming EU Data Privacy Challenges in
Ediscovery (Oct. 2013). www.acc.com/pm/
data-eu_octl3

EMEA Briefing

Data Protection in the EU: A Brief Overview
on the Current Legal Framework (Jun. 2012).
www.acc.com/emea/data-eu_jun12

HAVE A COMMENT ON THIS ARTICLE? VISIT ACC’S BLOG AT WWW.INHOUSEACCESS.COM/ACC-DOCKET.

You should only collect the PII you
absolutely need and delete it when its
purpose has been served.

Last, we recommend reviewing
contracts and business relationships.
Once you've determined if and how
you want to transfer data across
borders in view of the available data
transfer mechanisms and mapped
your data, you need to operationalize
your approach. A large part of this
includes examining your relation-
ships and contractual obligations.
You may need to renegotiate agree-
ments both from the controller and
processor sides. We hope with the
information presented in this article,
you can better determine what solu-
tion best fits your needs as there is
no one-size-fits-all model. As your
organization grows and evolves, so
may your data transfer needs. The
one consideration that stands out is
that international data protection re-
quirements are getting stronger every
day (and there is a rumor that the
GDPRs may carry with them a hefty
fine for non-compliance — up to five
percent of global turnover). Acc

Practice Resource

Jordan Lawrence is your first step in tackling
global privacy challenges. Our Assessment
for Privacy Risks provides deep insights into
the location, movement, access, storage
and retention of sensitive and personal
information. The Assessment for Privacy
Risks is 1/10th the cost of alternatives and
completed in less than 45 days. For more
information, contact us at 636.821.2222 or
www.jordanlawrence.com.

ACC HAS MORE MATERIAL ON THIS SUBJECT
ON OUR WEBSITE. VISIT WWW.ACC.COM,
WHERE YOU CAN BROWSE OUR RESOURCES BY
PRACTICE AREA OR SEARCH BY KEYWORD.
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NOTES

1

Directive 95/46/EC of the European
Parliament and of the Council, 0J
1995 L 281 available at www.eur-lex.
europa.eu/LexUriServ/LexUriServ.do?
uri=CELEX:31995L0046:en:HTML.
Agreement on the European
Economic Area, OJ 1994 L 1
available at www.eur-lex.europa.eu/
legal-content/EN/TXT/?uri=uriserv:0
J.L_.1994.001.01.0003.01.ENG.
Directive 95/46/EC of the European
Parliament and of the Council,
Article 2(a) 0J 1995 L 281

available at www.eur-lex.europa.
eu/LexUriServ/LexUriServ.do?uri=
CELEX:31995L0046:en:HTML.

An excellent resource on the PII
differences is Schwartz, Paul M> and
Daniel J. Solove, 2014. Reconciling
Personal Information in the United
States and European Union. 102
California Law Review 877 (2014).
Available online at /papers.ssrn.com/

sol3/papers.cfm?abstract_id=2271442.

Directive 95/46/EC of the European
Parliament and of the Council,
Article 2(b) OJ 1995 L 281
available at www.eur-lex.europa.
eu/LexUriServ/LexUriServ.do?uri=
CELEX:31995L0046:en:HTML.
Directive 95/46/EC of the European
Parliament and of the Council,
Article 2(d) OJ 1995 L 281
available at www.eur-lex.europa.
eu/LexUriServ/LexUriServ.do?uri=
CELEX:31995L0046:en:HTML.
Directive 95/46/EC of the European
Parliament and of the Council,
Article 2(e) OJ 1995 L 281
available at www.eur-lex.europa.
eu/LexUriServ/LexUriServ.do?uri=
CELEX:31995L0046:en:HTML.
Frequently Asked Questions relating
to transfers of personal data from
the EU/EEA to third countries. Data
Protection Unit of the Directorate
General for Justice, Freedom and
Security. P49. Available online at www.
ec.europa.eu/justice/policies/privacy/
docs/international_transfers_faq/
international_transfers_faq.pdf.

10

11

The Article 29 Data Protection Working
Party is an independent advisory
body created under the Directive.
More information can be found online
at www.ec.europa.eu/justice/data-
protection/article-29/index_en.htm.
To obtain the latest version of the
model contract clauses and for

more legislative information, please
visit www.ec.europa.eu/justice/data-
protection/document/international-
transfers/transfer/index_en.htm.

More information on the GDPR can
be found here www.europarl.europa.
eu/sides/getDoc.do?pubRef=-//
EP//TEXT+TA+P7-TA-2014-
0212+0+DOC+XML+VO//EN.
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At Brooks Kushman, we are committed to INNOVATION.

Recognized as a leader in patent prosecution strategies,
intellectual property litigation, and trademark protection,
our attorneys and agents strive to meet our clients’
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of our professionals allow us to deliver unprecedented

IP strategies.
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